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DANH MUC THIET BI HA TANG CNTT

STT Tén thiét bi Théng s6 ky thuat PVT SL

My chii HIS, PACS, LIS, Gidm sat
nhjt ky ATTT

May chu dang rack, hd tro 2 b xir 1y, khung 4 dia 3.5 inch hd tro tdi da 12 6 SAS/SATA phia trudc va 2 )
SAS/SATA 2.5 inch phia sau.

Tich hop bd diéu khién luu trit SAS/SATA chuin PCle, hd trg RAID phén cimg.

Trang bi 2 bg xir ly dong may chu, mdi b xir Iy tbi thidu 24 nhan, 48 luéng, xung nhip co ban 2.9 GHz, tbe
do lién Kkét 20 GT/s, bd nhé dém 60 MB, hd trg Turbo Boost va Hyper-Threading, cong sudt 250 W, hd tro
DDR5-5200.

Pi kém bé tan nhiét phit hop cho cdu hinh 2 bg xir ly cong suat 16n, ap dung cho CPU trén 165 W.

Sb khe cam RAM tdi thiéu 16 khe.

B06 nhd RAM gdm 12 thanh, mdi thanh 32 GB RDIMM, té¢ d6 6400 MT/s, Dual Rank.

Luu trir h¢ théng gdm 2 6 SSD SAS dung lugng 1.92 TB, giao tiép téi da 24 Gbps, loai Read Intensive,
dinh dang 512e, kich thudc 2.5 inch, lap trén khay twong thich 3.5 inch.

Luu trir dit lidu gdm 3 6 cirng HDD SAS dung lugng 16 TB, toc do 7.2K RPM, giao tiép 12 Gbps, dinh
dang 512e, kich thudce 3.5 inch, hd tro hot-plug.

H3 tro cAu hinh BIOS t6i uu hiéu nang.

HO tro ché do khoi dong UEFI véi phan viung GPT.

Trang bi 6 quat hiéu nang cao.

Ngudn di¢n du phong kép hot-plug, cAu hinh 1+1, cong sudt 1400 W, ché d6 Mixed Mode.

Di kém 2 ddy ngudn chuin C13/C14, chidu dai 4 m, dién ap 250 V, dong 10 A.

Tich hop 1 card mang 4 cdng 1 GbE Base-T theo chuén mé rong,

Tich hop 1 card mang onboard 2 céng 1 GbE.

Trang bi 2 card mang quang, mdi card 2 céng 10/25 GbE chuén SFP28.

Pi kém 4 module quang SR chuin 10 GbE.

May chu HIS, PACS, LIS, Giam sat (cho
1.1 |donvi: TTYT An Nhon, TTYT Quy
Nhon)

Chiée 4

May chu dang rack, hd tro 2 bg xit 1y, khung é dia 3.5 inch hd trg tdi da 12  SAS/SATA.

Trang b 2 b6 xir Iy dong méy chii, mdi bd xir 1y ti thiéu 16 nhén, 32 ludng, xung nhip co ban 2.0 GHz, téc
d6 lién két 16 GT/s, bd nh¢ dém 30 MB, hd tro Turbo Boost va Hyper-Threading, cong sudt 150 W, hd tro
DDRS5-4400, twong thich RDIMM téc do dén 6400 MT/s theo céu hinh hé théng.

S6 khe cim RAM ti thiéu 8 khe.

B6 nhé RAM gdm 4 thanh, mdi thanh 32 GB RDIMM, téc d6 6400 MT/s, Dual Rank.

Luu trit hé théng gdbm 2 6 SSD SAS dung lugng 1.92 TB, giao tiép t&i da 24 Gbps, loai Read Intensive,
dinh dang 512e, kich thudc 2.5 inch, lap trén khay twong thich 3.5 inch. Chiéc 64
Luu trit dit liéu gdm 3 6 cimg HDD SAS dung lugng 16 TB, téc do 7.2K RPM, giao tiép 12 Gbps, dinh
dang 512e, kich thugc 3.5 inch, hd trg hot-plug.

Ngudn dién du phong kép hot-plug, céu hinh 1+1, cong suit 1400 W, ché d6 Mixed Mode.

Bo mach chi tich hop sin 2 céng mang 1 GbE onboard.

Trang b 1 card mang 4 cng 1 GbE Base-T.

Trang b 1 card mang quang 2 céng 10/25 GbE chuin SFP28.

Di kém 4 module quang SR chuén 10 GbE.

May chu HIS, PACS, LIS, Giam sat (cho

12 don vi con lai)

1.4 [Ban quyén hé diéu hanh Windows Windows Server 2025 Standard - 16 Core License Pack Ban Quyén 140

+ Yéu cau co ban:
- HO trg cho 02 CPU vat Iy/Node
- Ban quyén vinh vi&n, nhén tryc tiép hd trg tir hing va cip nhat phin mém trong vong 01 nim
- H3 trg tao dugc nhidu may do: >2VM.
- My 4o c6 thé thuc hién cac chirc nang clia may vét Iy, nhu c6 tai nguyén (bd nhd, CPU, card mang,
b luu trir) riéng, ¢6 thé dinh dia chi IP, MAC riéng, v.v.
- H3 tro céc loai hé didu hanh trén thi truong hién nay Windows, CentOS, Fedora, RedHat, SUSE,
Ubuntu, FreeBSD.
+ Yéu ciu chirc nang:
- Quan tri:Kha nang khaoi dong, tam ding, tiép tuc, ngu dong, khoi dong lai, t4t an toan, tit nguf)n, sao
chép, di chuyén, x6a, chup nhanh, v.v. cia VM. H trg' phim nong dé tim kiém, khoi dong hodc xoé bo
may chu 40 van dang & trang thai idle hodc di tit trong mot khoang thoi gian dai

HO trg kha nang host tu quan tri

Giao dién quan ly cum o hoa (théng nhat) va cum HA (d6 tin cdy cao), Dynamic Rerource Schedule | Ban Quyén 68
(13p lich tai nguyén dong) c6 thé h trg phan bé tai nguyén dua trén tinh trang sir dung CPU, bd nhd, hodc
Iwu trir, Dynamic Power Mamagement (quan 1y nang lugng thong minh) va céc chirc nang cdu hinh khac
trén cung mot giao di¢n
- Di chuyén may ao: May ao di chuyén truc tuyén trén nén tang quan 1y a0 hoa, khong anh huong dén
dich vy trong qua trinh di chuyén. H3 tro nhan ban méy o dang & trang thi online.
- Cép phat dong : Chirc nang thém néng CPU, bd nhé,d dia va thé mang, cho phép bé sung truc
tuyén cac tai nguyén ao ma khéng bi gian doan hodc nging dich vu
- Béo mat: Chirc ning kiém soat truy cip bao mat va cé thé dat quy tic truy cap dua trén IP, port v.v.
H& trg tinh nang tudng lira cho host (host firewall), cho phép céu hinh va hién thi thong tin dia chi IP duoc
cho phép truy cap mot cong dich vu xac dinh trén 1 host.
- Sao luu dir ligu: Phan mém ao héa c6 mot mé-dun sao luu tich hop, cho phép sao luu toan by, gia
tang va khac biét cia cac may a0 ma khong cin cai dit riéng phin mém sao luu, va hd tro cai dit sao huu
theo lich trinh.

Phin mém 4o hoéa vinh vién di theo may

15 Server

2 |Thiét bi Switch Core

L3 Ethernet Switch tdi thiéu 24*1G/10G SFP+ Ports, 4¥40G/100G QSFP28 Ports, and 2*Slots, Without
Power Supplies;

2.1 |Switch Core loai I (cho nhom A va B) 2 * 450W AC Power Supply Module (Power Panel Side Exhaust Airflow); Chice 16
2 * Asset-Manageable Fan Module (Fan Panel Side Exhaust Airflow)
1 1 * . * it 1 . ,
2.2 |Switch Core loai 2 (cho nhom C va D) Ethernet Switch with 24*1G/10GBase-X SFP Plus Ports and 1*Slot,Without Power Supplies; Chiée 2

2 * 150W Asset-manageable AC Power Supply Module (Power Panel Side Exhaust Airflow)




STT Tén thiét bi Théng s6 ky thuat DVT SL
2.3 Trincelver dong 1GB ket ndi tir core SFP GE Copper Interface Transceiver Module (100m,RJ45) Chiéc 120
xudng firewall
2.4 |Day stack cho Core switch m&i dau tw Day Stack 10G loai 1 dai 1,2 mét Chiée 58
24 x 10G/25G SFP28 ports (default: 10G; the rate can be increased to 25G with a license.)
Thiét bj Switch Core 8 x 40G/100G QSFP28 ports
2.5 |(bd sung cho TTYT Quy Nhon, PHCN |4 fan modules Chiée 3
Quy Nhon, TTYT Tay Son) 2 power supply module slots
At least one RG-PA550I 11-F power supply module needs to be purchased.
Module ngudn cho CoreSwitch (bd sung
2.6 |cho TTYT Quy Nhon, PHCN Quy Nhon, (550 W AC power supply module Chiée 6
TTYT Tay Son)
Cbng két nbi:
- 24 céng quang SFP+ 10Gpbs
- C6 cong uplink dang module
Hiéu nang:
Kha ning chuyén mach (Switching Capacity): 2.000 Gbps
Switch Core (dau tu bé sung TTYT An Kl:a na?g chuyer} g6i th (Forwarding Capacity): 1488 Mpps. .
2.7 N Tong so lugng dia chi MAC: 32.000. Chiéc 2
Nhon, Van Canh) 2 £
Tong so lugng route: 39.000.
Tinh nang:
- Yéu cdu ddy du céc tinh ning Layer 3 nhu: BGP, OSPF, EIGRP, va IS-IS
- Yéu cdu ddy du céc tinh ning Layer 2
- Yéu cdu cac tinh nang bao mat nhu: Port Security, 256-bit MacSec
Bao gbm : DNA Advantage 1 Year License
Module nguén cho CoreSwitch (déu tu bd . . .
+
2.8 sung TTYT An Nhon, Van Canh) 715W AC 80+ platinum Config 1 Power Supply Chiéc 2
Day stack 40Gb (d4u tu bd sung TTYT . . .
2.9 An Nhon, Van Canh) 40G QSFP+ port fiber cable(5m),included 1 cable and 2 port modules Chiéc 6
Day stack cho Core switch (du tu bd . .
2.10 sung TTYT An Nhon, Van Canh) 50CM Type 1 Stacking Cable Chiéc 4
2.11 [SFP 10G SR 10GBASE-SR, SFP+ Transceiver, MM (850nm, 300m, LC) Chiée 288
3 |Switch Access 24port
3.1 [Switch Access Ethernet Switch with 24*10/100/2000BASE-T Ports and 4*1G/10GBASE-X SFP+ Ports,(AC) Chiée 230
. 2 Ethernet Switch with 24*10/100/1000BASE-T PoE+ Ports, 4*100/1000BASE-X SFP Ports, and 2
+
4 |Switch Access 24 cong POE 4*10/100/1000BASE-T Combo Ports,(AC) Chice 6
. - Internal Antennas 4 Streams Dual Radio 802.11ax/ac/n Access Point,FIT; -z
5 |Access Point WiFi 6 54V 40W Power Adapter with Phoenix Connector Chice 495
5.1 |Wifi Controller (free) Goi
Ceiling Mount Dual-Band Wi-Fi 6 Access Point
Access Point WiFi 6 (bd sung twrong thich |PORT: 1x2.5G RJ45 Port
52 h¢ théng WiFi hién hitu tai don vi: TTYT |SPEED:1148Mbps at 2.4 GHz + 4804 Mbps at 5 GHz Chike 103
' An Nhon, TTYT Phu Cat, TTYT Phu FEATURE: 802.3at POE+ and 12V DC (Power Adapter is not included), 4xInternal Antennas, MU-
My) MIMO, 160MHz Supported, Seamless Roaming, Band Steering, Beamforming, Load Balance, Airtime
Fairness, ,Centralized Management by Controller, Mobile App
. £ A . PoE+ Injector Adapter
5a E?;‘ﬁ?gﬁ?ﬁoﬁg‘;’;;??;"’;“TZT PORT: 1x Gigabit PoE Port, 1x Gigabit Non-PoE Port Chie 103
: . ’ ’ SPEC: 802.3at/af Compliant, Data and Power Carried over The Same Cable Up to 100 Meters, Plastic
Phu My) .
Case, Pocket Size
Access Point WiFi 6 (bé sung tuong thich Wa"_P_Iate D.ual—!Sand Wi-Fi 6 Access Point
hé théng WiFi hién hitu tai don viz BY | ORI+ 2% Gigabit R145 Port
5.4 TAm Th%‘m Qu Nhon. TTYT Hoéi An SPEED: 574Mbps at 2.4 GHz + 2402 Mbps at 5 GHz Chiéc 38
An Lzo) Y ’ ? FEATURE: Compatible with EU Standard Junction Box, 802.3at/af PoE, 2x Internal Antennas, MU-
MIMO, Band Steering, Beamforming, Load Balance, Centralized Management by Controller , App.
. £ 5 . PoE+ Injector Adapter
55 ;g$°¥’frgcf§;2ggo“ Tc\;:’c’:c;‘?\s,ﬁ":‘?i PORT: 1x Gigabit PoE Port, 1x Gigabit Non-PoE Port .8
’ o am " han Luy ? %8 1SpEC: 802.3at/af Compliant, Data and Power Carried over The Same Cable Up to 100 Meters, Plastic
An, An L30) .
Case, Pocket Size
Af Cefs Pom.t .Wl.]il 6 (}m sung mo.ng tlfwh Wireless protocol: 802.11a/b/g/n/ac/ax
h¢ thong WiFi hién hiru tai don vi: Bénh L .
L ; A » PO Max.data transmission rate: 2.976 Gbps £
5.6 |vién Y hoc c6 truyén va Phuc hoi chirc . . - . Chiéc 54
B Radio design: Dual-radio: 2.4 GHz (2x2), 5 GHz (2x2) up to 4 spatial streams
nang Quy Nhon, TTYT Quy Nhon, TTYT|,: . oo v
. Wi-Fi antenna: Built-in omnidirectional antennas
Tay Son)
Injector (Cap ngudn cho Access point)
(Bénh vién Y hoc cb tmyén va Phyc hdi } g .
5.7 chite niing Quy Nhon, TTYT Quy Nhon, 1-port PoE adapter (1000Base-T, 52V, 31.2W) Chicc 54
TTYT Tay Son)
6  |Thiét bi twong lira
18 x GE RJ45 ports (including 1 x MGMT port, 1 X HA port, 16 x switch ports), 8 x GE SFP slots, 4 x
‘ 10GE SFP+ slots, SP5 hardware accelerated, dual AC power supplies
Bb sung du phong: Thiét bi tuong Ira HA [Hardware plus 1 Year Premium and Unified Threat Protection (UTP) (IPS, Advanced Malware Protection,
6.1 |(Bénh vién Lao va Bénh phéi Quy Nhon, |Application Control, URL, DNS & Video Filtering, Antispam Service) Bo 2

TTYT Phi Cat)

IPS Throughput 5.3 Gbps
NGFW Throughput 3.1 Gbps
Threat Protection Throughput 2.8 Gbps




STT

6.2

Tén thiét bi

Thiét bj twdng lira (cho TTYT Quy Nhon,
An Nhon)

Théng s6 ky thuat

Hardware plus 1 Year Premium and Unified Threat Protection (UTP) (IPS, Advanced Malware Protection,
Application Control, URL, DNS & Video Filtering, Antispam Service)

IPS Throughput 4.5 Ghps

NGFW Throughput 2.5 Gbps

Threat Protection Throughput 2.2 Gbps

bvVT

SL

6.3

Thiét bi tudng lira (cho cac diém con lai)

Hardware plus 1 Year Premium and Unified Threat Protection (UTP) (IPS, Advanced Malware Protection,
Application Control, URL, DNS & Video Filtering, Antispam Service)

IPS Throughput 2.5 Gbps

NGFW Throughput 1.5 Gbps

Threat Protection Throughput 1.3 Gbps

49

6.4

Day nhay (PatchCord)

Day nhay (PatchCord)

68

6.5

SFP+

SFP+ bd sung cho céc két ndi tuong lira da co

Chiée

16

Giai phap EDR

7.1

EDR

Bao chung va Giai thuong: San pham phai nim trong bang danh gid Magic Quadrant for Endpoint
Protection Platforms ctia Gartner trong 3 nam lién tiép (2023, 2024, 2025) va dwgc chimg nhéan bai Av-
Test, AV-Comparatives.

Trién khai va Ao hoa: HS tro trién khai linh hoat (On-premise/Cloud) v6i co ché HA/Load Balancing;
Quan 1y chinh sach va Théng ké: Ty dong gan chinh séch theo dai IP, AD user group, hé diéu hanh; bao
c4o chi tiét may nhiém, két néi nguy hiém (MD3, IP dich) va canh béao may khong cap nhét qua 15 ngay.
Diéu khién va Khic phuc sy ¢d: Cho phép diéu khién tir xa dé quét/cap nhat (online/offline), c6 1ap mang
va tién trinh dé diéu tra, hd trg mé hinh quét tap trung va cach ly tap trung tai trung tm dit lidu.

Kiém soat Ung dung va Thiét bi: Cung cép Blocklist (chin theo MD5, SHA256, dudng din) va Whitelist;
giam sat sir dung USB, thé nhé (hd trg ché do read-only) va chan ro ri dit liéu qua thiét bi ngoai vi.

Bao vé Mang, Web va Mail: Tich hop Tuong lira han ché ICS, IDS chin keylogger va tiém DLL; thiét lap
loc web Itra dao, quét POP3/SMTP, va tich hop b loc chéng thu rac/virus vai Microsoft Exchange Server.
Quét luu lwong ma hoa va B9 loc dir liéu: Cho phép quét traffic ma hoa (RDP, HTTPS trén Windows;
SSH, SCP trén Linux), danh chin tén mién doc hai trong giai doan bét tay TLS (TLS handshake)

Cong nghé phong chbng nang cao: Str dung mang bao vé toan cau (GPN), 16p bao mat Hyper Detect tién
thye thi, chin tin cong khong ding tép (fileless), tin cong qua dong 1énh, zero-day va c6 chirc nang hop
cat (sandbox) phan tich t¢p chua nhéan dién.

Bao vé phan ciing va Hé théng: Tich hop tinh ning Scan UEFI bao vé cap firmware, bao vé khoa registry
nhay cam (SAM) va tinh nang tu v¢ tu dong ngan chan viéc vo hi¢u hoa phén mém bao mat.

Phong chéng Ransomware: Cung cap tinh ning phong chéng virus méa hoa dir liéu, di kém kha ning tw
ddng tao ban sao dy phong thoi gian thuc ciia tép trude khi bj sira dbi boi tién trinh dang ngo.

Kiém soat rii ro va Tuén thii: Canh bao rai ro hanh vi nguoi dung (User Behavior Risks), giam sat ciu hinh
sai/ld héng trén hé didu hanh; xuét béo cao tuan thii theo CIS V8.0, ISO/IEC 27001:2022

EDR va Threat Hunting: Tim kiém IoC, gén k¥ thuat tan cong theo MITRE ATT&CK, cho phép tao
YARA Rule tity chinh; tich hgp cong cu Threat Hunting, Live Search va hd trg hanh dong phan hdi ty dong
(c4ch ly file, c6 1ap thiét bi).

Ban Quyén
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Thiét bj luu trir

8.1

NAS Storage

2U 12-bay 3.5" SATA HDD NAS, CPU 6C/12T (boost up to 5.1 GHz), 16GB DDR5 non-ECC RAM (max.
192GB total), 2x M.2 2280 PCle Gen5 x2 slots for SSD cache, 2x 10GBASE-T + 2x 2.5 GbE RJ45, 3 x
PCle Gen 4 expansion slots, 2 x 550W redundant pwoer supply

23

8.2

New rail kit for new 1U & 2U NAS.

Chiée

23

O cting cho Thiét bj NAS

9.1

O cing NAS 20Tb

20TB SATA Enterprise HDD

Chiée

62

10

UPS 10KVA

Cong suit: 10kVA/8kW

- Cong nghé chuyén ddi kép tryc tuyén

- CAu trac lép dat : Tower

- Déi dién ap va tin s§ diu vao rong: tir 176-276VAC, 45-66Hz
- Dién ap diu ra: 220VAC£2%

- Tén sb: 50/60Hz (tu dong nhan)

- Bao gdbm man hinh LCD, cdng két ndi RS232, USB, SNMP card (Option)
- Thoi gian huu dién: 15 phit véi 50% tai va 9 phat voi 75% tai
- Phéan mém giam sat UPS (mi&n phi), hd trg Window, VMware
- Kich thudce (CxRxS): 708.5 x 262.4 x 612.9mm

- Khéi lugng: 85.4kg

34
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Giai phap Backup

Phin mém backup

Béo vé may chii a0 hoa da nén tang: HG trg backup toan dién cho cac méi truong ao héa phd bién nhu
VMware, Hyper-V, Nutanix AHV, Red Hat Virtualization ma khong can cai dt agent trén tirng may &o.
Sao luu tng dung va co s& dit lidu: Tich hop sin kha ning backup va phuc hdi nhit quan dir li¢u
(application-aware) cho cac hé quan tri CSDL nhu SQL Server, Oracle, MySQL va cac ung dung doanh
nghiép khéc.

Quan trj tap trung (Centralized Management): Cung cép giao dién dashboard duy nhit dé ciu hinh, theo
doi trang thai backup, 1ap lich va quan 1y chinh sach luu trit cho toan bg ha tang 10 may ao trén mdi
license.

Ty dong hoa va lap lich: HS tro thiét 1ap cac chinh sach backup tu dong, sao luu dinh k¥ theo yéu cau
(daily, weekly, monthly) va tw dong don dep cac ban backup cii dé t6i wu tai nguyén.

H& trg sao luu da phuong tién: Cho phép luu trir ban backup 1én nhiéu loai media khac nhau tir Disk, Tape
dén cac nén tang Cloud Storage phé bién.

Ban Quyén
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Hé théng ATTT




STT

Tén thiét bi

Hé thong gi4m st tap trung

Théng s6 ky thuat

Thu thép sy kién da nguf)n (Log Collection): HJ trg thu thap log tur tuong lira, IPS, EDR, may chi, tmg
dung, CSDL, thiét b mang, cloud qua Syslog, SNMP, API, Agent; nang lyc xir Iy > 5.000 EPS (Events Per
Second) ¢6 thé mo rong, khdng gidi han ning lyc xtr 1y GB/ngay (hodc tdi thiéu 200 GB/ngay) va khong
gi6i han EPS. Trién khai On Premise.

Tuong quan sy kién (Event Correlation): Cong cu tuong quan quy téc (rule-based) va phan tich hanh vi
(UEBA - User and Entity Behavior Analytics) dua trén AI/ML; phat hién chudi su kién phtc tap theo thoi
gian thuc

Tich hgp Threat Intelligence: Két nbi véi nguf)n céip dir liéu Threat Intelligence (IOC: IP, domain, hash,
URL); 4anh xa canh bao theo framework MITRE ATT&CK; hd trg STIX/TAXII

Quan ly sy ¢b bao mat (Incident Management): Tao, phan loai, theo doi va xir 1y ticket su ¢b theo quy trinh
chufm; hd tro uu tién hoa theo mirc d6 nghiém trong

Ty dong hoa phan hdi (SOAR - Security Orchestration, Automation and Response): Playbook tu dong hoa
quy trinh xr 1y su ¢ lap lai (c6 lap endpoint, chan IP, vo hi¢u hoa tai khoan); giam thoi gian phan hoi
(MTTR)

Dashboard bao mat (Security Posture): Giao dién tryc quan thé hién chi sé an toan thong tin téng thé; KPI
theo ddi s6 lugng canh béo, sy cd, thoi gian phat hién (MTTD), thoi gian xtr Iy (MTTR)

Luu trir va tim kiém log: Luu trit log tap trung dai han (t6i thiéu 12 thang); hd trg tim kiém nhanh theo full-
text search va filter da chidu

Theo di API va tmg dung: Kiém tra tinh sin sang (availability), thoi gian phan hoi (response time) v 15i
APl/img dung; truy vét diém ngh&n hiéu suét (APM-like)

bvVT

SL
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T Rack

Kich thuéc chuén: 42U x W600 x D800 (Cao x Rong 600mm x Siu 800mm).

Cai

34

14

Dich vu thi cong Iip dit cAu hinh

Trién khai lip dat hoan chinh danh myc cung cép

34
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