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Binh Dinh, ngay lit thang  9  nam 2018 

QUYET DINH 
Ban hanh Quy the bao dam an toil', an ninh thong tin 

trong boat dOng (mg dung cong nghe thong tin 
dm SO' Y to tinh Binh Dinh 

GIAM DOC SO Y TE 

Can cir Lula Cong nghe thong tin ngay 29/6/2006; 

Can dr Ltra't An toan thong tin mang ngay 19/11/2015; 

Can cir Quy6t dinh so 22/QD-UBND ngay 12/7/2012 dm UBND tinh 
Binh Dinh ve viec ban hanh Quy the dam bao an toan, an ninh thong tin trong 
hoat dOng irng dung cong nghe thong tin dm cac co quan quan 132 hanh chinh 
nha mrefc tinh Binh Dinh; 

Can cir Quye't dinh so 49/2017/QD-UBND ngay 05/9/2017 dm UBND 
tinh Binh Dinh ban hanh Quy dinh chirc nang, nhiem vu, quyen han va co cdu to  
chirc dm SO.  Y to tinh Binh Dinh; 

Xet de nghi cua Chanh Van ph6ng So Y 

QUYET DINH: 

Dieu 1. Ban hanh kern theo Quye't dinh nay "Quy cher' bao dam an toan, an 
ninh thong tin trong hoat dOng img dung cong nghe thOng tin dm So Y to tinh 
Binh Dinh". 

Dieu 2. Quye't dinh nay co hi'eu 1uc thi hanh ke tix ngdy 14/. 

Dieu 3. Chanh Van phong, Chanh Thanh tra, Truong phong TO chirc-Can 
bO, Ke' hoach-Tai chinh, Nghiep vu Y, Nghiep vu Duce va Thu truong cac don 
vi true thuOc chiu trach nhiem thi hanh Quye't dinh nay./. 

Nei nhEin: 
- Nhtr DiL 3; 
- Sa Thong tin & TT; 
- Lanh ciao SO; 
- Trang TTDT SO; 
- Ltru: VT, VP.it„-- 

Le Quang Hfing 



UBND TINH BINH DINH LONG HOA XA HOI CHLT NGHIA VIET NAM SCI Y TE 	 DOc 14p - Ttr do - 114nh phtic 

QUY Cid 

Bac) dam an toan, an ninh thong tin trong hoat Ong ling dung 
cong nghe tilting tin cita 	Y to 

(Kern theo Quyet dinh saa815/-QD-SYT, 	timing g nam 2018 
ciia Glom dac Y te) 

Chuang I 
QUY DINH CHUNG 

Dieu 1. Phalli vi dieu chinh va d i tut:mg Ai) dung 

1. Quy the nay quy dinh ve bac) dam an toan, an ninh thong tin trong hoat 
cong dng dung cong nghe thong tin dm Sa Y to tinh Binh Dinh. 

2. Quy the nay al) dung d6i vai Ca quan Van phong Sava cac don vi trgc 
thuOc (goi chung la don vi); can b0, cong chirc, vien chirc va ngtfai lao dOng 
thuOc S. 

Dieu 2. Giai thich to ngii 

1. An toan, an ninh thong tin: Là su bao ve thong tin va he th0ng thong tin 
tranh bi truy nhap, six dung, tiet 10, gian doan, stra d0i hoc pha hoai trai phep  
nham bao dam tinh nguyen ven, tinh bao mat va tinh kha dung ciia thong tin. 

2. He thong thong tin: La tap hop thiet bi phAn cong, phAn mem va co se 
du' lieu &roc thiet lap phuc vu muc dich tao lap, cung cap, truyen dua, thu thap, 
xir 15T, luu tar'  va trao d0i thong tin nhu: He th6ng mang not b0, he th0ng van 
phong dien td, thu dien tir, trang thong tin dien dr; ... 

3. Xam pham an toan, an ninh thong tin: La hanh vi truy nhap, sir dung, 
tiet 10, lam gian doan, sira doi, lam sai Lech chirc Wang, pha hoai trai phep thong 
tin va he th0ng thong tin. 

4. Nguy ca mat an toan, an ninh thong tin: La nhcing nhan to ben trong 
hoac ben ngoai có kha nang anti huOng tat trang thai an toan thong tin. 

5. Danh gici rz i ro an toan, an ninh thong tin: Là viec xac dinh, phan tich 
nguy co mat an toan thong tin có the co vadg bao mirc dO, pham vi anh twang 
va kha nang gay thiet hai khi xay ra co mat an toan thong tin. 
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6. Quan ly rui ro an toan, an ninh thong tin: LA viec thgc hien danh gia 
rui ro an toan thong tin, xac dinh yeu cau bao ve thong tin va he th6ng thong tin 
va ap dung giai phap phong, chOng, giam thieu thiet hai khi co sir c6 mat an toan 
thong tin. 

7. He thong !yang LAN: LA he th6ng mang nOi b6 (king de" ket not 
cac may tinh trong mot pham vi co quan, don vi. Cac may tinh trong mang LAN 9. 	N• 

c6 the chia se tai nguyen vai nhau nhu: chia se tap tin, may in, may quet va mot 
s6 thiet bi khac. 

8. Phjn mem clOc kik La phan mem c6 kha rang gay ra boat d6ng khong 
binh thirong cho mot phL hoac toan b6 he th6ng thong tin hoac thixc hien sao 
chep, sira doi, xoa be) trai phep thong tin hru trix trong he th6ng thong tin. 

Dieu 3. Cac hanh vi bi nghiem cam 

1. Ngan chan trai phap luat viec truyen tai thong tin ten mang; can thiep, 
truy nhap, gay nguy hai, x6a, thay doi, sira china, sao chop, lam sai Lech trai pile") 
thong tin ten mang; 

2. Can tra trai phap luat, gay anh huang tai su hoat dOng binh thuang cua  
he th6ng thong tin hoac can troy trai phap luat, gay anh huang tai kha nang truy 
nhap hop phap cua nguOi sir dung tad he th6ng thong tin; 

3. T'An cong, vo hieu hoa trai phap luat lam mat tac dung ciia bien phap 
bao ve an toan thOng tin cho he th6ng thong tin; lgi dung so' ho., diem yeu cua he 
th6ng thong tin, tan cong, chiem quyen dieu khien trai phep 4:16i v6i he th6ng 
thong tin; 

4. Phat tan thu rac, tin nhan rac, phan mem d6c hai, thiet lap he th6ng 
thong tin gia mao, lixa dao; 

5. Lgi dung mang de truyen ba thong tin, quan diem, thgc hien cac hanh 
vi gay phuong hai den an ninh qu6c gia, teat tv, an toan xa 	lgi ich quOc gia 
tren mang; pha hai kh6i dai doan ket toan dan; tuyen truyen chien tranh xam 
lugc, khung b6; gay Ilan thu, mau than glib cac dan t6c, sac t6c, ton gido va bai 
ngoai; 

6. Lgi dung mang de truyen ba trai phep tai lieu, hinh anh, am thanh hoac 
Bang thong tin khac nham kich dOng bao hrc, dam O, d6i truy, t6i ac, to nan xa 
h6i, me tin di doan, pha hoai thu'an phong, my tuc cua dan t6c; bOi nho, gay thii 
hen, xam hai tai quyen va lai ich hop phap cua to chuc, ca nhan; 

7. Cac hanh vi bi nghiem cam khac theo quy dinh cua phap luat. 
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Chuang II 

BAO DAM AN TOAN, AN NINH THONG TIN 

Dieu 4. Cat bin phap quail I1T 1(57' thu4t co' ban trong cong tac bao 
dam an 'Wan, an ninh thong tin 

1. To chirc mei hinh 	d'at, cau hinh, to chirc he thOng mang theo 
mei hinh May khach/May chit (Client/Server), hp the sir dung mei hinh mang 
ngang hang. Khi thiet lap cac dich vu teen moi truong mang Internet, chi cung 
cap nheing chirc nang thiet yeu nhAt bao dam duy tri hoat &Ong cila he thOng 
thong tin; han the sir dung chirc nang, cong giao tiep mang, giao thirc va cac 
dich vu khong can thiet. 

2. Quan 1); he thong mgng khong day (Wireless LAN): Khi thiet lap mang 
khong day, can thiet lap cac thong so an toan va dinh kST thay d6i mast khau truy 
cap nham tang cueing cong tac bao met. 

3. To chirc quan 1); tai khoan: Tien hanh ra soat dinh ky cac tai khoan va 
dinh danh ngirOi dung trong he thOng thong tin. Huy tai khodn, quyen truy nhap 
he thOng thong tin, thu h6i lai tat ca cac tai san lien quan tori he thong thong tin 
(khoa, the nhan dang, thu muc hru 	d6i vori can bO, cong chirc, vien chirc, 
ngirOi lao d6ng khong con sir dung. 

4. Quan 1); clang nhap h" thong: Cac he thOng thong tin can gioi han so 
Ian clang nhap vao he thOng, fix d'Ong khoa tai khoan khi lien tuc clang nhap sai 
vugt qua so Ian quy dinh. T6 chirc theo doi, giam sat tat ca cac phuong phap 
(tang nhap tir xa, nhAt la cac tnxong hop Bang nhap vao he thOng vgi muc dich 
quan tri. Tang cueing viec sir dung mang rieng ao (VPN - Virtual Private 
Network) khi co nhu cau lam viec tir xa; yeu cau ngirgi six dung (tat mat khdu 
vai d6 an toan cao. 

5. Quan ly nhat kji 	(logfile): He thOng thong tin can ghi nhan cac 
su kien: qua trinh clang nhap he thOng, cac thao tac cau hinh he thOng, qua trinh 
truy xudt he thOng... Thuong xuyen kiem tra, sao lun (backup) cac nhat 1(3',  su 
kien theo tirng thang de theo doi, xac dinh nhUng su kien da xay ra cua he thOng 
va han the viec tran nhat k-3'T su kien gay anh hirong den hoat d'Ong dm he thOng. 

6. Chdng phdn mem dOc hgi: Trien khai cac phan mem chOng ma d'Oc teen 
cac may tinh, thiet bi di dOng trong mang de phat hien, loci trir phan mem dOc 
hai. ThuOng xuyen,  cap nhat cac phien ban mot cac ban va. 	cac phan 
mem chOng virus a bao dam chtrcmg trinh quet virus dm ca quan tren cac may 
chit, may tram luon dugc cap nhat mgi nhdt; thiet lap the do quet thuong xuyen 
it nhdt tuan 01 lan. ThuOng xuyen cap nhat ban va cac 16 h6ng bao mat dm he 
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dieu hanh va cac phan mem img dung tren may tinh da han the t6i da rui ro mat 
an toan thong tin. 

7. To cht'rc quan ly tai nguyen: Kiem tra, giam sat chirc n'ang chia se thong 
tin (Network File and Folder Sharing). T6 chirc cap phat tai nguyen trail may 
chu theo danh muc dux muc cho timg phOng, don vi true thu6c; khuyan cao 
nguoi sir dung can nhAc viec chia se tai nguyen troll may clang sir dung, tuyet d6i 
khong dugc chia se toan b6 o ding. Khi thus hien viec chia se tai nguyen tren 
may chi' hoc ten may cue b6 can sir dung mat khAu de' bao ve thong tin. 

8. That lap co the sao luu va phyc hai cho may chii, may tram va he 
thong thong tin có lien quan: May chi' va may tram can du?c thirc hien cac bien 
phap sao luu du lieu, thong tin quan trong nham phut vu cho ding tac phut h6i 
du lieu mot each nhanh nhAt. 

Dieu 5. Cac hien phip quan 1ST van hanh trong cong tac bao dam an 
toan, an ninh thong tin 

I. Dji vai cac phong, dun vi trtrc thuOc: 

a) Thireng xuyen ph6 bien, hung dan, trang bi cac kin thirc, ky Wang va 
an toan thong tin cho can b6, cong chic, vien chirc da van hanh, khai that, sir 
dung cac he tilting thong tin mot each an toan. 

b) Khong sir dung may tinh c6 ket not mang Internet da danh may, in, luu 
tit tai lieu mat. Moi thong tin thu6c bi mat nha mak khi luu trir va truyan di 
ten moi truong mang phai dirge ma He va quan 13'T theo quy dinh 	phap luat 
ve ca yau, khuyan khich irng dung, sir dung chi 1c3'T s6 trong giao dich dien 

c) Viec thanh ly, tieu huy thiat bi, phAn mem, vat mang thong tin dm cac 
co quan phai dam bao yeu cAu khOng da 16, lot thong tin nha mot; phai c6 quy 
trinh cu the va phai luu gift h6 sa, bien ban thanh 15T, tieu hay. 

2. Doi Vai can bO chuyen trach Cong ngh -e thong tin (CNTT): 
a) Tham muu cho Fanh dao ca quan, don vi ve cong tac bao dam an toan 

thong tin; van hanh an toan cac he th6ng thong tin dm co quan, don vi; trian 
khai cac bien phap bao dam an toan thong tin cho tat ca can b6, cong chirc, vien 
chirc trong co quan, don vi minh. 

b) NAm vitng va thirc hien nghiem tut cac quy dinh ve bao ve bi mat Nha 
Nuac. Thuong xuyen to cap nhAt cac kien thirc va an toan thong tin, nguy co 
tiam An c6 the gay mat thong tin va cac bien phap phong tranh khi tien hanh cac 
boat d6ng quan 15/ hay ky thuAt nghiep vu. 
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c) Thgc hien viec danh gia, bao cao cac rui ro gay mat an toan thong tin 
va mirc do nghiem trong caa cac rui ro dg. Cac rai ro gay mat an toan thong tin 
co the xay ra do sg truy cap trai phep, sir dung trai phep, mit, thay d6i hoac pha 
hity thong tin va he thong thong tin. 

d) Ap dung bien phap quan 13"/ va ky thuat phU hop vai tieu chuan, quy 
chuan ky thulat ye an toan thong tin de phang, chOng nguy ca, khac phuc sir co 
an toan thong tin. 

e) Phi hop chat the vai So ThOng tin va Truyen thong, ca quan Cong an 
trong cong tac ph6ng ngfra, &Au tranh, ngan chan cac hoat dOng xam pham an 
toan, an ninh thong tin. 

3. Doi vai can b -O, cong chick, vien chirc va ngtreei lao &Ong: 

a) Thu6ng xuyen cap nhat nhfing chinh sach, quy trinh, thu tuc an toan 
thong tin dia don vi cung nhu thgc hien nhang hirong dan ve an toan thong tin 
cilia ca quan hoac can 13O chuyen trach cong nghe thong tin. 

b) Han the viec sir dung chirc nang chia se tai nguyen, khi sir dung chirc 
nang nay can b4t thuOc tinh bat) mat bang mat khau va thgc hien viec thu hOi 
chirc nang nay khi dal sir dung xong. 

c) Cac tai khoan clang nhap can phai dat mat khau, thay dOi mat khAu dinh 
kST. CAn clang xuat tai khoan khoi he thOng khi khOng con sir dung. Hoac nga't 
ket not mang de tranh bi cac tin tac igi dung, dieu khien may tinh tir xa. 

d) Chi sir dung He thOng Hop thu dien dr (mail) cong vu, He thOng Van 
phong dien tir lien thong, cOng/trang thong tin dien dr, cac he thOng thong tin khac 
cua ca quan Nha ntrot de giri, nhan, Bang tai van ban dien to trong hoat dOng cua So. 

e) Sir dung chirc nang ma h6a o mirc he dieu hanh de bao dam cac dit lieu 
nhay cam nhu tai khoan, mat khAu, cac tap tin quan trong, v.v... &roc ma h6a. 
Cac tap tin dinh kern thu dien tir, tai xuOng tir Internet hoac sao chep tir thiet bi 
luu tax' can dugc kiem tra de tranh lay nhiem cac phAn mem dOc hai. 

Di&I 6. Xay dyng va dp dung guy trinh bao dam an toan thong tin 

Cac don vi phai xay dung va dp dung quy trinh bat) dam an toan cho he  
thong thong tin nham giam thieu cac nguy ca gay ra sty co, to dieu kien cho 
viec khac phuc va truy vet trong trueng hop co sty ca xay ra. 

NOi dung cilia quy trinh bao gom cac buoy ca ban sau: 
a) Lap ke hoach bao ve an toan cho he thOng thong tin; 

b) Xay dung N the -1g bao ve an toan thong tin; 

c) Quan ly va van hanh he thOng bao ve an toan thong tin; 
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d) Kiem tra danh gta hoat dOng dm he thOng bao ve an toan thong tin; 
e) Bao tri va nang cap he thong bao ve an toan thong tin. 

Chiro'ng III 
TRACH NHIEM BAO DAM AN TOAN, AN NINH THONG TIN 

Dieu 7. Trach nhiem ctia Lanh dao phong, dun vi trig thu(lc 

1. Quan tam va tru tien 136 tri kinh phi cho viec trien khai cac bien phap 
bao dam an toan thong tin trong hoat dOng Ung dung CNTT cUa ca quan, dan vi. 

2. Xay dung quy che, quy trinh not b0 ve bap dam an toan thong tin theo 
quy dinh tai Dieu 6 va cac quy dinh cua phap luat. 

3. Khi co sir co mat an toan thong tin phai kip thC(i chi dao khac phuc 
ngay, tru tien sir dung can b0 icy thuat chuyen track trong ca quan, dan vi Ira 
thong bao bang van ban cho SiC ThOng tin va Truyen thong, ca quan cap tren 
guar' ly trgc tiep de Net va phOi hp xir ly. 

4. Phi hop chat che voi ca quan Cong an trong cong tac phong ngira, au 
tranh, ngan than cac hoat dOng xam pham an toan thong tin. Tao dieu kien thuan 
lgi cho cac Ca quan chirc nang tham gia khac phuc six co va thgc hien dUng theo 
htrOng an. 

5. Bao cao tinh hinh va ket qua thgc hien cong tac bao dam an toan thong 
tin tai dan vi va giri So ThOng tin va Truyen thOng khi co yeu cau. 

Dieu 8. Trach nhiem elm Van phOng 

1. Tham muu giUp Giam dOc Sie trong cong tac quan ly ve cong tac dam 
bao an toan thong tin trong ca quan SiC Y 

2. TO chirc kiem tra dinh ky hoac dOt xuat khi phat hien co dau hieu, hanh 
vi vi pham an toan thong tin, xir ly nghiem cac hanh vi vi pham an toan thong tin 
theo quy dinh cUa phap luat. 

3. Huong an cac fiat chi va quy trinh ky thuat nham dam bao an toan 
thong tin; kiem tra cong tac dam bao an toan thong tin; tham gia cac chuang 
trinh dao tao, bOi dubng va tuyen truyen ve an toan thong tin. 

4. HuOng an cac phOng, dan vi thrc hien cac bao cao ve six co mat an 
toan thong tin va ket qua thgc hien cong tac dam bao an toan thong tin. 

5. Thy theo mirc do sg co, phoi hap cac don vi có lien quan huong dan xir 
irng cdu cac six co mat an toan thong tin. 

6. Dua not dung dam bao an toan thOng tin vao Ke hoach Ung dung CNTT 
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hang nam cua So.; du toan kinh phi d6 tri6n khai cong tac dao tao, huong dan 
dam bao an toan, an ninh thong tin cho cac he thing thong tin ciia So.  

Dieu 9. Trach nhiem cila can b0, cong chtic, vien 	nguroi lao dOng 
1. Nghiem chinh chdp hanh cacquy che nOi bO, quy trinh ve an toan thong 

tin cila ca quan cling nhu quy dinh khac cUa phap luat, nang cao y thirc canh 
giac va trach nhiem bao dam an toan thOng tin tai dan vi. 

2. Khi phat hien su co phai bao ngay 	ca quan cap teen va 130 phan 
chuyen trach CNTT de kip thoi ngan chart, xir 

3. Co trach nhiem bao ve, quan 151 tai khoan duce cap tam thoi (n6u co) de  
clang nhap vao cac he th6ng thong tin thirc hien giao dich vii cac ca quan qua 
cac dich vu cong true tuye'n, he thOng mail cong vu, he thong Van phong dien tir 
lien thong, khOng giao tai khoan cho ngtrOi khac sir dung. 

CHIYONG IV 
KHEN THIJONG, KY LUAT 

Dieu 10. Cac phong chuyen mon, don vi, ca nhan true thuOc So phai chdp 
hanh nghiern Quy ch6 nay. N6u vi pham thi tuST theo tinh chit, mire dO se bi xir  
ly, kS7 14t theo quy dinh. 

Dieu 11. Cac phOng chuyen mon, dan vi, ca nhan thirc hien tot Quy the  
nay dtrgc xet thi dua khen thtrang hang nam. Ngtrefi co cong phat hien, ngan 
chan kip thoi cac hanh vi vi pham se dixgc khen thuang theo Quy che thi dua 
khen thixong Gila Ser. 

CHUONG V 
TO CHirC THIXC HIEN 

Dieu 12. Quy the nay dtrgc phO bien den tat ca cong chirc, vien chirc, 
ngtroi lao dOng trong ca quart, don vi thuOc So. Trong qua trinh thirc hien, n6u 
co() kho khan, vtrang mac can dikt chinh, sira doi, bO sung; cac don vi phan anh 
v" Van phong SO a tong hop trinh Lanh dao So xem xet, sira doi, bo sung cho 
phit hop./. 
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